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Abstract: Aiming at the information leakage problem in the process of deep neural network model calculation, a se-
ries of secure and efficient interactive computing protocols were designed between two non-collusive edge servers in
combination with the additive secret sharing scheme. Since the nonlinear function cannot be split directly, a set of
basic conversion protocols were proposed to realize the secure conversion of additive and multiplicative shares. Af-
ter a few invokes, the power, comparison, exponential, logarithm, division and other low-level functions can be cal-

culated securely. Due to the characteristics of data transfer and computation, the proposed protocols can be extended
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to array computation. Theoretical analysis ensures the correctness, efficiency and security of these protocols. The

experimental results show that the error of these protocols is negligible, and the computational costs and communi-

cation overhead are better than the existing schemes.
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Figure 1 ~ System model
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Table 2 Comparison of communication complexity of the proposed protocols
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TCVE DX oy BLSERL R M A R BRI . £
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Witz Ay, 2,0 i Al K AT STAM B
WL AR 51 BE 2 W] %0 0, F1 np, 222050 4 A 1],
It H T STAM #l STMA Wil il 4E, A 1
P TV 2 SRS, 1 SERL I S AR
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K H STMA PSR, A4 5128 1, BEdE M
ATELR S S, AR AL, A AR R
X 73 B S P AR
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E 3 {EPEalfERAT, SComp. SExp.

SLog M1 SDiv il 224>

IERR £ SComp BN, S HIELSERLE N
X008, 0,005, 1} » ¢ STAM BriSt i)t
H T o A BEHLELERT, MRS 13 2 7T%0 @ 351
BEBLEL S, Ao BN X, A1y, HEEAEE
it MEEIE 1, B M B S, Rt
BRI, A LETHE EIOVEX 7 FLSE AL A
BAUALE . [REE, S, KESEAEL N {x,,1,.6,.4,,



55 4 34 EEAT T4 T [V PSP 28 I 2% 1Y) 2 e U S P SCBE v Tk 137

Do PPy X} s A TEVHE EICVEIX o3 BRI
MK S, ERIBHIRLIE . 45 SExp B, S F1 S,
PIFLSERRE 0 0 {x,, 8,2, Bl dx,, $,,2,} > 2, Fl z,
9 STMA P EHTH, BT STMA Bhl{res 1
T OUE S 22 410, ARG 13 1, BEas M onTLL
h S MS, ERAHIRLE, A R TEVEX A B
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SRR 53 1x.¢,z2,} A 1,805,210 ¢ A ¢, A
STAM L5, H1T STAM BRlAE e B 1
TEWE 224, WRPESIH 1, BIgs M ATLLA S,
S, B, A TS B TCVE X o S
FIRIBEIRLIE . fE SDiv Prisllh, S, (B S
KA Vs o120} s gy A, 5 STAM PRSI
PRI 51 EE 2 ] 501 g, R 7, X210 A I BENLEL, 2R
EVAMH STMA thil k1S4t , T STAM Al
STMA HMMAEEHE 1 HE B 24, At 5 22 1,
B M T EUA S A i, Jf H A 7t
S IEIRIX Ay B R o TR EE, A £
HHELELEEX DS EEME (X,
L1052,y I MO BRI B 56T 2Lt
BRizA AT T e 4Pk, nT Ll STAM Al
STMA PSR L2 1 21 45 1) e A PRSI ARAIE

It
6 THILTERED AT

A5 ] Intel Core i7-8565U CPU 1.80 GHz,
20 GB RAM {4 & (1) 64 A7 15 HL, 7F Pycharm
PiEE BTSSPl S B AR
Numpy T H5ER. SEFrEdE A R HREALIER, 4
TR E U N ZEK, K X SR R B P AL /N
Jafe B 10" FeiohBHOE . Nk, HETIR
S P TE R 2, RS AT SERE A 8 T
TPl i 2 A S s 1 g
6.1 RENH

THE GRS R T R 2 T B U Hh 45 RAK
BN, A E IR 2 5 I U G
FIOCR, WE P=8, BIIRE 8 i/ Z 51l 5,
I XIS R ZE VI FR bR . daXT iR 2 CAE,
absolute error) FIAHXJi% % (RE , relative error).
L0 S B 0 5 3 At B i 0] 22 1E
AE LIREA P RNl SAESE bR 5

VR H R S K B R s DA S S R
WA R E, RE FoRHETREKRE, SAE
i SRR | BV H 1 LLAg

B n <10’ KEEMEAAE AN, AL Framl
732 [) AE FI RE %% W, TN 5P g4
i B AN 5 ) AN — 3, K AR SEBR 1) AE 1 RE
PRPLSCF UL, R PR T AR 22 IR 3
7o STMA PUI¥] AE Bl A5 A\ G B K 5K,
FINAE 10 Y E N EE R, AE {hRefife 107 &=
¢, RE XH10° EH, BEWERZENTA S
TS AT LS AN . STAM WX AE B %
AVE R AERFAE 107 AR, B &0 Rk
fit. SPow PIMMHAT—IK STAM HMHMFI—Ik STMA
MY, AE ATLAEHIZE107, RE AfLUEHIE107
SMul HATHIX STMA P33, AE nJAFEHIAE107,
RE W AFEHIE107, IR BB i 2 A i e
. SComp WM —IK STAM P, T
STAM WS FECEEGR /- IR 22, AL
SO LA AE R IE Sk, SComp BT LLSZHLLL
B FRZE . SLog PN AE Bifi A5 i A 3 [ 1
KRN, #EHIE107 Mo 1T SExp BMXBEEA
AREOE K, SEERERII AR B 5\ G K i 5
K, MEIALE 10 h LA, AE nfL3EHIE107 &
%, RE nJLA4ERFAE107 B, BWRHIRZEASNT
THEEFIERGE . SRec P10 Yl P
A, AE nJPI4ERF(E107 2247, SDiv PR STAM
1 SRec W1,  AE BRILIFIILT SRec W3-

%3 BB IHREFET IR E

Table 3 The absolute error and relative error of the
proposed protocol

LPANS(EN i 10! 10° 10° 10*
AE 1077 10° 10° 10

STMA
RE 10°° 107 107 10
AE 10° 107 107 107

STAM
RE 107 10 107 10°*
AE 10° 107 107 107

SPow
RE 107 107 107 10°*
AE 1077 107 107 107

SMul
RE 1077 107 107" 107
AE 10° 10 10 10°

SLog
RE 10° 10 10° 10°
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6.2 SERRFFSHA )7 SEIF4, T SDiv PR AT LU 4 STAM B
6.2.1 it H T4k W THSEITRY, AT %0 SDiv P il i AT R i T

Bt 2 AU TR IR 4 B,
YNBSS n < 10° B, BRSO HEIT RS T A
WA S T A R PSS AT I ) S Al
KEERRER, MR n fE10* ~ 107 I Bri il iz
AT TE] o 2N A SCHTA BRI AT I TR 5 n
REMHEKRR, R5R 1 InmibEE R —
M, HAAH, HIfE STMA F1 STAM Wl 107
KREM AL, DhRerE Lo PR 4E 91.16 ms
AW« SExp WHX#AT—IX STMA #Hi, SLog
WHAT—IK STAM #0330, 1] W= AR (T ST 45 K
B MABAKE =101, IS
4 0.80 ms. SPow. SRec Al SMul WM IIHAT—
X STAM PSR —¥% STMA W3, 72 24E (35T
#41°4 SExp M SLog WMtz Hor, M —
i, SMul PR3 A (T HE TS = T SCik[11], {3
AbFE10° K FE A ALY 1.70 ms. KT 24tk
ORI, SCER[1T] S AR RO T4 N\ 1) —3dF
AL L, AbEE10° K PEEAA TR 2L 481.71 ms, 1

AT SComp PHSLITHHELTFAY 1L 4 5 1 % .
ST AR RN, MILLSCHR[16], A SCHE:
g SDiv Tdm‘(ﬂ%ﬂu%‘é\% HETERY: R

3 FERIERAY,  SCHR[16]75 L8N I STMA HpX

SCHR[16]0
6.2.2 EAZI4H

B N EZH R B AL B TG 35 380 F e e B e 1
), AT 8 AN, wATHE PR
[ A OBTIE PN R RS BUR R e (D WSE (M) SONANE €]
Koo BEIMBALBALE N n =10 A, X
SR BRIV B 2 S I 4 B, AR
P PRI S TP SR 5 R, X T STMA Ml
STAM ¥, S S, BIEAE I 4ERefE 1.53 kB
W, T P AEREEE TR K T S S, (A2 T ]
DL 2R 58 T RIS AT 55, ME—2D i 1A
JFi4. %71 SPow. SRec. SMul. SComp. SExp
F1 SLog Vs, S HIS, I AETF A IEARNI TR, 4t
FFAE 229 kB o L, SMul B2k (r3a 5 7
B T SCHER[ 1], {H SComp BIMSC= 2B (38 A5 TT
BYIC eI T 3CHR[11], X2 K SComp R8T I8
BT 1ok, OB T N K . R T
LARREVEE, SDiv WS A Il AE T LT
SCHR[16], SH% 3 2 WHBEE A, HAbRRER
P A ()8 A TS I AR T SCiR[16] o

7 HRIE

AR T A S B2, PRI R
TR BEAPLZE W T T STAT S5 IR R TD G 1 mle

FT4 HIEITE T
Table 4 The computational overhead of the proposed protocol

BT [H]/ms

WAL n
STMA STAM  SPow  SRec  SMul™  SMul  SComp"  SComp SExp  SLog SDivl'®  SDiv
10 ~0 0.10 0.10 0.10 0.20 0.10 7.88 0.20 0.10 0.10 0.30 0.10
10° 0.60 0.70 1.70 1.40 0.99 1.70 39.20 1.20 0.80 0.80 3.39 2.09
10° 8.28 8.08 19.64 1625 11.87 20.85 481.71 13.97 10.18 8.87 43.08 25.73
10 87.17  91.16 20695 166.85  110.61  214.63  4770.44 147.51 106.02 9215  417.18  252.13
*=5 HNHIBETHE
Table 5 The communication overhead of the proposed protocol
WA P4 /KB
2577
STMA STAM  SPow  SRec  SMul  SMul  SComp!"!  SComp SExp SLog  SDiv['® SDiv
] 0.76 0.76 1.53 1.53 1.53 1.53 24.41 1.53 0.76 0.76 3.81 229
S, 0.76 1.53 2.29 2.29 1.53 1.53 24.41 229 0.76 1.53 3.81 3.81
T 1.53 1.53 3.05 3.05 2.29 3.05 1.53 1.53 1.53 1.53 6.10 458
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